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This framework consists of two sections as follows: 

Section A: Risk Management Policy 

Section B: Risk Management Strategy 
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1. INTRODUCTION 

The Risk Management Policy generally addresses what the municipality will do about risk 

management. The aim of the policy is to assist the Municipality in identifying potential 

risks before they occur so that appropriate actions can be taken to address risks. Risk and 

risk management can be defined as: 

Risk management is recognised as an integral part of responsible management and the 

Institution therefore adopts a comprehensive approach to the management of risk. The 

features of this process are outlined in the Municipality’s Risk Management Framework. 

Risk management should be a continuous and developing process which runs throughout 

the Municipality’s strategy and the implementation thereof. It should methodically 

address all the risks surrounding the Municipality’s past, present and future activities. It 

must be integrated into the culture of the Lejweleputswa District Municipality and its 

Agency. 

Effective risk management is essential as the realisation of the Municipality’s business 

objectives depends on being able to take calculated risks in a manner that does not 

jeopardise the direct interest of stakeholders. Sound management of risk will enable the 

municipality to anticipate and respond to changes in the business environment, and make 

informed decisions under conditions of uncertainty. 

 

2. DEFINITIONS 
 

BUSINESS 

RISK 

“A business risk is the threat that an event or action will adversely affect 

organisation’s ability to maximise stakeholder value and to achieve its business 

objectives.   Business risk arises as much from the possibility that opportunities 

will not be realised as it does from the possibility that threats will materialise or 

that errors will be made.” 

ERM  Enterprise Risk Management or Enterprise – Wide Risk Management  

EXECUTIVE 

AUTHORITY 

The Member of the Executive Council of a province who is accountable to the 

provincial 

INHERENT 

RISKS 

The probability of risk occurring or existing in the Municipality in the absence 

of any existing action to control or modify the circumstances 
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MONITOR 

 

The process of monitoring and assessing the presence and functioning of the 

various components 

RESIDUAL 

RISK: 

The risk that remains after all efforts have been made to mitigate or to eliminate 

the risk 

 

RIMCO Risk Management Committee 

RISK Risk is defined as any threat that, if it occurs, may prevent the attainment 

of the objectives of an organisation, in whole or in part.  Further, a risk is also 

an uncertain future event which could influence the achievement of the 

organisation’s objectives, including strategic, operational, financial and 

compliance objectives 

RISK 

ANALYSIS 

A process that involves identifying the most probable threats to the Municipality 

and analysing the related vulnerability of the Municipality to the threats. This 

includes risk assessment, risk characteristics, risk communication, risk 

management, and policy relating to risk. 

RISK 

APPETITE 

Risk appetite is defined as the informed selection of risks the Lejweleputswa 

District Municipality and it’s Agency   will engage in.  What business or 

activities (and their associated risks) should the Lejweleputswa District 

Municipality and it’s Agency   be in or not be in? 

RISK 

ASSESSMENT 

The process concerned with determining the magnitude of risk exposure by 

assessing the likelihood of the risk materialising and the impact that it would 

have on the achievement of objectives 

RISK 

CHAMPIONS 

The Risk Champion is a person with quire to champion the risk management 

activities 

RISK 

RESPONSE 

The process concerned with determining how the Municipality will mitigate the 

risks it is confronted with, through consideration of alternatives such as risk 

avoidance, reduction, risk sharing or acceptance. 

 

RISK 

TOLERANCE 

Risk tolerance defines Lejweleputswa District Municipality and it’s Agency   

sensitivity to a risk exposure.  How sensitive are the Lejweleputswa District 

Municipality and its Agency operating and economic imperatives to its business 

risks? 

STRATEGIC 

RISKS 

Any potential obstacles that may impact on the ability of the Municipality to 

achieve its 
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3. OBJECTIVES AND COMMITMENT 

The Municipal Manager has committed Lejweleputswa District Municipality and it’s Agency    

to implement an effective, efficient and transparent system of risk management that is aligned 

to the principles of good corporate governance, as supported by section 62(1)(c)(i) and 

95(c)(i) of the Municipal Finance Management Act (MFMA), Act no 56 of 2003. 

The objective of this Risk Management Policy is to: 

1. Ensure that the risks facing the Municipality and the Municipal Entity are 

appropriately managed; 

2. Improve the municipality’s performance on decision making and planning; 

3. Ensure that a consistent approach to the identification, assessment and management of 

risks is embedded throughout the Municipality. 

4. Ensure that all employees take responsibility for the cost effective management of risk 

in all aspects. 

5. To explain LDM’s approach to risk management and ensure that it has a consistent 

and effective approach to risk management;  

6. To ensure that the LDM’s culture and processes encourage the identification 

assessment and treatment of risks that may affect its ability to achieve its objectives; 

7. To explain key aspects of risk management;  

8. To clearly indicate the risk management reporting procedures; 

9. To hold Council, management and officials accountable for the implementation of 

risk management on their area of responsibility;  

10. To create an environment where all the LDM’s employees take responsibility for 

managing risk;  

11. To create a more risk aware organizational culture through enhanced communication 

and reporting of risk;  

12. To improve corporate governance and compliance with relevant legislation in the 

Municipality, Entity and  Local municipalities  

13. The implementation of this policy will provide the LDM with a basis and a 

framework for:  

a) more confident and rigorous decision-making and planning;  

b) better identification of opportunities and threats;  

c) pro-active rather than re-active management;  

d) more effective allocation and use of resources;  
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e) improved management and reduction in loss and cost of risk;  

f) improved stakeholder confidence and trust;  

g) Clear understanding by all staff of their roles, responsibilities and authorities for 

managing risk.  

h) Giving administrative support to LDA and Local Municipalities  

4. ROLES AND RESPONSIBILITIES 

 

The following roles and responsibilities exist for the implementation of effective risk 

management 

ROLE PLAYERS RESPONSIBILITIES 

RISK MANAGEMENT OVERSIGHT 

Council  

 

The Council takes overall responsibility  for risk 

management to the extent necessary to obtain comfort that 

properly established and functioning systems of risk 

management are in place to protect the Municipality 

against significant risks. 

Audit and Performance Committee The Committee is an independent committee responsible for 

oversight of the Municipality’s control, governance and risk 

management. Responsible for providing an independent and 

objective view of the Municipality’s risk management 

effectiveness. 

The Committee’s role is to review the risk management 

progress and maturity of the Municipality, the effectiveness 

of risk management activities, the key risks facing the 

Municipality, and the responses to address these key risks. 

The responsibilities of the Audit, Performance and Risk 

Committee are formally defined in its charter. 

Risk Management Committee  

 

The Committee is an independent committee responsible for 

oversight of the Municipality’s control, governance and risk 

management. The Committee provides an independent and 

objective view of the Municipality's risk management 

effectiveness. 

The Committee’s role is to review the risk management 

progress and maturity of the Municipality, the effectiveness 
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of risk management activities, the key risks facing the 

Municipality, and the responses to address these key risks. 

The responsibilities of the Audit, Performance and Risk 

Committee are formally defined in its charter. 

RISK MANAGEMENT IMPLEMENTERS 

Risk & Compliance Officer The Risk Officer is the custodian of the Risk Management 

Strategy, and coordinator of risk management activities 

throughout the Municipality. The primary responsibility of 

the Risk Officer is to bring to bear his/her specialist expertise 

to assist the Municipality to embed risk management and 

leverage its benefits to enhance performance 

Risk champions The Risk Champion's responsibility involves intervening in 

instances where the risk management efforts are being 

hampered, for example, by the lack of co-operation by 

Management and other officials and the lack of departmental 

skills and expertise 

RISK MANAGEMENT ASSURANCE PROVIDERS 

Internal Audit The role of the Internal Auditing in risk management is to 

provide an independent, objective assurance on the 

effectiveness of the Municipality’s system of risk 

management. Internal Auditing must evaluate the 

effectiveness of the entire system of risk management and 

provide recommendations for improvement where necessary. 

External Audit The external auditor (Auditor-General) provides an 

independent opinion on the effectiveness of risk 

management. 

5. RISK MANAGEMENT APPROACH 
 

Risk management is an inter-active process of continuous improvement embedded into 

existing practices or business processes. 

The following key principles outline the Municipality's approach to risk management: 

· The identification of risks linked to the Municipality's strategic and operational 

objectives. 



11 | 2 0 2 1 / 2 0 2 2  R i s k  M a n a g e m e n t  F r a m e w o r k  
 

· Control and manage exposure to risk by appropriate risk reduction and mitigation 

actions. 

· Regularly review our exposure to all forms of risk and reduce it as far as reasonably 

practical or achievable. 

· Educate and train officials on risk management. 

· Identify cost effective risk treatment options. 

· Regularly review of key risk controls to ensure that they remain relevant, robust and 

effective. 

6. COMMUNICATION OF THE POLICY 
 

• The policy will be communicated throughout the municipality by means of awareness 

sessions.  

• It will also be posted on the Municipal Website for ease of accessibility by users. 

7. POLICY REVIEW 
 

The Risk Management Policy shall be reviewed annually to ensure that it remains 

current and relevant. 

8. POLICY ADOPTION 
 

The adoption of this policy rests with the municipal council
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1. INTRODUCTION  
 

The Municipality risk management strategy is directed at outlining the process of implementing 

the LDM risk management policy which informs the strategy. It further articulates a plan of 

action to enhance the Municipality’s risk profile. It is imperative to read the strategy in 

conjunction with the Risk Management Policy which aims to comply with Public Sector Risk 

Management Framework.  

 

The Municipal Finance Management Act 2003 (No. 56 of 2003) defines the Municipal 

Manager as the accounting officer of the Municipality and MFMA sec 62(1)(c)(i) requires the 

Municipal Manager to take reasonable steps to ensure that the Municipality has and maintains 

effective, efficient and transparent system of financial risk management and internal controls.  

Risk management is integral to planning, organizing, directing and coordinating systems aimed 

at achieving Municipality’s goals and objectives 

2. PURPOSE 
 

The purpose of the strategy is to outline a systematic method used to identify, analyse, evaluate, 

treat, monitor and communicate key risks associated with the Municipality’s responsibilities. 

The aim will be to minimize the unexpected losses and maximize opportunities through the 

implementation of the strategy. 

3. WHAT IS RISK MANAGEMENT STRATEGY 
 

• A risk management strategy provides a structured and coherent approach to identifying, 

assessing and managing risk. 

• It builds in a process for regularly updating and reviewing the assessment based on new 

developments or actions taken. 

• The process of identifying and reviewing the risks that LDM and its Agency is facing 

is called risk assessment. Upon assessing risks, the municipality will become aware of 

where uncertainties surrounding their objectives exist, and shall identify steps that can 

be taken to protect the municipal assets.  
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4. STRUCTURAL CONFIGURATION  
 

The risk management unit is placed in the office of the MM and the Risk & Compliance Officer 

reports directly to the Municipal Manager, and reports functionally to the Audit, Performance 

and Risk Committee quarterly. 

 

 

 

 

5. RISK MANAGEMENT METHODOLOGY 
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Eight (08) components of risk management a) Internal Environment 

The internal environment encompasses the tone of the municipality, influencing the risk 

consciousness of internal stakeholders and is the basis for all other components of enterprise 

risk management, providing discipline and structure. 

Internal environment factors include the municipality’s risk management philosophy, its risk 

appetite, oversight by the council, the integrity, ethical values, competence of the 

municipality’s employees, the way management assigns authority and responsibility, organises 

and develop its employees. 

 

a) Objective setting 

Objectives must exist before management can identify potential events affecting their 

achievement. Enterprise risk management ensures that management has in place a process to 

set objectives and that the chosen objectives support and align with the municipality’s mission 

and are consistent with its risk appetite. 

 

b) Event identification 

Internal and external events affecting achievement of the municipality’s objectives must be 

identified, distinguishing between risks and opportunities. Opportunities are channeled back to 

management’s strategy or objective-setting processes. 

 

c) Risk assessment 

Risks are analysed, considering likelihood and impact, as a basis for determining how they 

should be managed. Risks are assessed on an inherent and a residual basis. 

The purpose of risk assessment is to provide evidence-based information and analysis to make 

informed decisions on how to treat particular risks and how to select between options. Some 

of the principal benefits of performing risk assessment include:  

1. understanding the risk and its potential impact upon objectives;  

2. providing information for decision makers;  

3. understanding of risks, in order to assist in selection of treatment options;  

4. identifying the contributors to risks and weak links in systems and municipality;  

5. comparing of risks in alternative systems, technologies or approaches;  

6. communicating risks and uncertainties;  

7. assisting with establishing priorities;  
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8. contributing towards incident prevention through post-incident investigation;  

9. selecting different forms of risk treatment;  

10. meeting regulatory requirements;  

11. providing information that will help evaluate whether the risk should be accepted when 

compared with pre-defined criteria.  

 

The Risk assessment process  

 

Risks should be assessed on the basis of the likelihood of the risk occurring and the impact of 

its occurrence on the particular objective(s) it is likely to affect. Risks should be expressed in 

the same unit of measure used for the key performance indicator(s) concerned. In simplified 

terms, there should be high correlation between key performance indicators and key risk 

indicators. Risk assessment should be performed through a three stage process:  

1. Firstly, the inherent risk should be assessed to establish the level of exposure in the 

absence of deliberate management actions to influence the risk;  

2. Secondly, a residual risk assessment should be performed to determine the actual 

remaining level of risk after the mitigating effects of management actions to influence the risk; 

and  

3. Thirdly, the residual risk should be benchmarked against the Municipality’s risk 

appetite to determine the need for further management intervention, if any.  

 

Risk assessment should be strengthened by supplementing management’s perceptions of risks, 

inter alia, with:  

1. review of the reports to the Audit Committee;  

2. financial analyses, inclusive of liquidity and solvency analysis;  

3. historic data analyses, which might include audit reports and incident reports and actual 

loss data;  

4. interrogation of trends in key performance indicators;  

5. benchmarking against a municipality of the same nature and size;  

6. market and economic sector information;  

7. scenario analyses; and  

8. forecasting and stress testing.  
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Risk assessments should be re-performed for the key risks in response to significant 

environmental and/or municipal changes, but at least once a year, to ascertain the shift in the 

magnitude of risk and the need for further management action as a result thereof. 

 

IMPACT RANKING SCALE 

 

IMPACT CONTINUITY 

OF 

OPERATIONS 

SAFETY & 

ENVIRONMENT 

TECHNICAL 

COMPLEXITY 

FINANCIAL  SCORE 

Catastrophic 

Disaster with 

potential to lead 

to the collapse of 

LDM and is 

fundamental to 

the achievement 

of objectives 

Widespread and 

lengthy reduction 

in continuity of 

operations to 

customers of 

greater than 5 days. 

Major environmental 

damage. 

Serious injury 

(permanent disability) or 

death of personnel or 

members of the public. 

Major negative media 

coverage 

Use of unproven 

technology for 

critical system / 

project components. 

High level of 

technical 

interdependencies 

between system / 

project components. 

Significant cost 

overruns of >20% 

over budget. 

Effect on revenue / 

asset base of >10%. 

5 

Critical 

Critical event 

which can be 

endured but 

which may over a 

period have a 

negative impact 

and extensive 

consequences 

Reduction in 

operations or 

disruption for a 

period ranging 

between 2 – 4 days 

over a significant 

area. 

Significant injury of 

personnel or public. 

Significant 

environmental damage. 

Significant negative 

media coverage. 

Use of new 

technology not 

previously utilised by 

the entity for critical 

systems / project 

components. 

Major cost overruns 

of between 10% & 

20% over budget. 

Effect on revenue / 

asset base of 

between 5% & 

10%. 

4 

Significant 

Major events 

which can be 

managed but 

requires 

additional 

resources and 

management 

effort 

Reduction in 

operations or 

disruption for a 

period between 1 – 

2 days over a 

regional area 

Lower level 

environmental, safety or 

health impacts. 

Negative media coverage 

Use of unproven or 

emerging technology 

for critical systems / 

project components. 

Moderate impact on 

revenue and assets 

base 

3 

Serious  

Event which can 

be managed under 

normal operating 

conditions 

Brief local 

inconvenience 

(work around 

possible). Loss of 

an asset with minor 

impact on 

operations. 

Little environmental, 

safety or health impacts. 

Limited negative media 

coverage. 

Use of unproven or 

emerging technology 

for systems / project 

components. 

Minor impact on 

revenue and assets 

base. 

2 

Minor 

Consequences can 

be readily 

absorbed under 

normal operating 

conditions. 

No impact on 

operations or core 

systems. 

No environmental, safety 

or health impacts and/or 

negative media coverage. 

Use of unproven or 

emerging technology 

for non-critical 

systems / project 

components. 

Insignificant 

financial loss. 

1 
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LIKELIHOOD RANKING SCALE 

 

 

 

 

 

 

 

 

 

 

 

 

Once you have rated the likelihood and impact, combine the two to determine the overall risk 

rating. 

 

 

 

The colour coding will then lead to risk rating, which is reflected below:  

 

Based on the risk assessment, risks are classified by level to determine the appropriate level of response to 

those risks. Specific responses are defined at the ‘Risk Response’ phase.  

LIKELIHOOD QUALIFICATION CRITERIA SCORE 

Almost Certain The risk is almost certain to occur in the current 

circumstances. The risk is already occurring or is 

likely to occur more than once within the 

assessment timeframe. 

5 

Likely More than an even chance of occurring. The risk 

could easily occur, and is likely to occur at least 

once within the assessment timeframe 

4 

Possible Less than even chance of occurring. The risk is 

expected to occur at least once within two 

subsequent assessment timeframes. 

3 

Unlikely Small likelihood but could happen. The risk 

therefore occurs infrequently and is unlikely to 

occur within the assessment timeframe. 

2 

Rare Not expected to happen - Event would be a 

surprise. The risk is conceivable but is only 

likely to occur in extreme circumstances. 

1 
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d) Risk response 

Management selects risk responses – avoiding, accepting, reducing, or sharing risk – 

developing a set of actions to align risks with the municipality’s risk tolerances and risk 

appetite. 

e) Control activities 

Policies and procedures are established and implemented to help ensure the risk responses are 

effectively carried out. 

f) Information and communication 

Relevant information is identified, captured, and communicated in a form and timeframe that 

enable employees to carry out their responsibilities. Effective communication also occurs in a 

broader sense, through a vertical and horizontal approach 

h) Monitoring 

The enterprise risk management is monitored and modifications will apply. Monitoring is 

accomplished through ongoing management activities, separate evaluations, or both. 

 

EFFECTIVE IMPLEMENTATION OF THE RISK MANAGEMENT STRATEGY 

 

In determining the effectiveness of the implementation of the Risk Management Strategy, the 

municipality should assess whether the above eight (8) components of risk management are 

present. In order for the components to be present and functioning properly, there should be no 

material weaknesses and risk needs to have been brought within the municipality’s risk 

appetite. 

 

PLANS OF ACTION TO IMPROVE THE RISK MATURITY  

 

The municipality continue to improve its risk maturity level  

Assessing the risk maturity level of the municipality annually; 

· Developing a Strategic Support Plan (SSP) to address the gaps identified during the risk 

maturity assessment; 

· Implementation of the action plans in the Strategic Support Plan (SSP); 

· Developing and implementing the Risk Management Policy and Framework; 

· Developing and implementing a Risk Management Plan; 
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· Conducting annual strategic and operational risk assessment workshops to identify risks; 

· Monitoring the implementation of the risk action plans identified to address strategic and 

operational risks. 

· Determining the municipality’s risk appetite; 

· Ensuring that the municipal strategic risk register forms part of the Integrated Development 

Plan (IDP); 

·Ensuring to give administrative support or assistance to local municipalities who are still at a 

fragmented level 

· Presentation of the Strategic Risk Report to Risk Management Committee, to the Audit 

Committee, and to Council for their consideration to ensure that they are comfortable to accept 

the strategic risks of the municipality and to approve the actions being taken to address the 

risks; and 

· Reporting progress on the implementation of risk management activities to Council and to 

the Audit and Performance Committee. 

6. REDUCING HIGH RISK LEVELS 
 

The municipality’s approach in reducing high risk levels are as follow: 

·Developing strategies to reduce or eliminate the threats and events that create risks. 

·Make provision for the exploitation of opportunities to improve the performance of the 

municipality. 

·Identifying and evaluating the range of possible options to mitigate risks and implementing 

the chosen option. 

·Develop response strategies for all material risks, whether or not the management thereof is 

within the direct control of the municipality. 

·Where the management of the risk is within the control of the municipality, the response 

strategies should consider: 

·Avoiding the risk by – choosing a different strategy or terminating the activity that produces 

the risk; 

·Treating the risk by – implementing or improving the internal control system; 

·Transferring the risk to another party more competent to manage it by - contracting out 

services, establishing strategic partnerships and buying insurance; 

·Accepting the risk where cost and strategy considerations rule out alternative strategies; and 
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·Exploiting the risk factors by implementing strategies to take advantage of the opportunities 

presented by such risk factors. 

· In instances where the management of risk is not within the control of the municipality, the 

response strategies should consider measures such as forward planning. 

7. ASSURANCE OF THE RISK MANAGEMENT PROCESS 
 

· Internal audit provide an independent, objective assurance on the effectiveness of the 

municipality’s system of risk management. 

· Internal audit evaluate the effectiveness of the entire system of risk management and provide 

recommendations for improvement where necessary. 

· The external auditor (Auditor-General) provides an independent opinion on the effectiveness 

of risk management. 

· In providing the audit opinion, the Auditor- General usually focuses on: 

 determining whether the risk management policy, strategy and implementation plan are in 

place and are appropriate; 

 assessing the implementation of the risk management policy, strategy and implementation 

plan; 

 reviewing the risk identification process to determine if it is sufficiently robust to facilitate 

the timely, correct and complete identification of significant risks, including new and emerging 

risks; 

 reviewing the risk assessment process to determine if it is sufficiently robust to facilitate 

timely and accurate risk rating and prioritisation; and 

 Determining whether the management action plans to mitigate the key risks are appropriate, 

and are being effectively implemented. 
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RISK MANAGEMENT ARCHITECTURE 
 

 

 

8. ROLE PLAYERS 

The role players for the implementation of the Risk Management Strategy are listed 

below, full details regarding their roles and responsibilities are outlined in the Risk 

Management Policy: 

• Municipal Council 

• Accounting Officer 

Drivers 

◼ MFMA 

◼ MSA 

◼ Risk management 

 

Implementation framework 

◼ Internal Environment 

◼ Objective setting 

◼ Event identification 

◼ Risk assessment 

◼ Risk response 

◼ Control activities 

◼ Information &communication 

◼ Council 

Oversight 

◼ Mayoral 
Committee 

◼ Audit Committee 

◼ Risk Committee 

Assurance providers 

◼ Internal Audit unit 

◼ External Auditors 

Tools 

Management 

◼ Risk 

Dashboard 

Support 

◼ Chief Risk officer 

◼ Provincial 
Treasury 

Implementers 

◼ Accounting officer 

◼ DIRECTORSs 

◼ Managers 

◼ Other employees 

Enablers 

◼ Risk 
Management 
strategy 

◼ Risk 
Management 
policy 

corruption policy 

◼ Anti-fraud & 



24 | 2 0 2 1 / 2 0 2 2  R i s k  M a n a g e m e n t  F r a m e w o r k  
 

• Audit Committee 

• Risk Management Committee 

• Chief Risk officer 

• Management 

• Risk Champion 

• Internal Auditing 

• External Audit 

• National Treasury 

• Provincial Treasury 

• Employees 

9. REPORTING LINES 

The Chief Risk Officer whose role is to assist the municipality to embed risk management 

and leverage its benefits to enhance performance reports directly to the Municipal Manager, 

the Risk Management Committee and also to the Audit and Performance Committee. 

10. COMMITMENT  

Lejweleputswa District Municipality and its Agency is committed to ensuring that risks are 

identified and treated timeously through this strategy. 

11. REVIEW 

The municipality’s Risk Management Strategy will be reviewed annually. 

 

 

                                            

 

 

 


